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Q. I know that it’s not possible to totally prevent a data breach from ever happening.  I’ve read 
and heard that I should have an Incident Response Plan (IRP) in place for my firm.  What exactly 
is that and how do I go about getting one done? 
 
 
 
 

 
 
A. You are correct, accounting firms are strongly advised to have an Incident Response Plan (IRP) in place in the event of 
a breach. What is an IRP? It is a step-by-step outline detailing your response to a data breach, an “escape plan” of sorts. 
When responding to a breach, time is of the essence - seconds count. An IRP helps you to minimize potential losses to 
your firm, protect your clients from exposure, and comply with all applicable laws when there is little time to be learning 
how to respond. Key components of an IRP include: 
  
Contact list – A list of individuals tasked with responding to a breach and with authority to make decisions regarding the 
investigation. These should be designated persons within your firm as well as potential outside contacts such as an IT 
person with forensic experience, or a data security lawyer.  
Response process – A step-by-step approach for discovering and reporting the breach and determining the nature of the 
incident (e.g. affected systems, length of time, data potentially compromised).  
Notification requirements – Accountants have an ethical duty to notify their clients affected by a data breach. Furthermore, 
almost every state now has a law requiring notification to affected or potentially affected individuals. State laws are 
applicable to the residents of the state, so you may need to be knowledgeable regarding the requirements of multiple 
state laws. Insurance companies also require notification for any applicable insurance policies. The reporting period for 
some policies is as short as three days.  
Post incident investigation – An analysis of how the breach occurred for future prevention.  
 
If you are unsure about how to create an IRP, or the necessary steps to be taken, there are plenty of good examples 
available on the internet. You also may want to consider contacting an experienced IT person to craft a plan that best fits 
your individual needs. 
 
 
 
 
 
 
 
 
 
 
 


