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 Stephen M. Cornelius, Esq., 
Principal at Eccleston & Wolf
(Maryland Office)

On May 22, 2017, the American 
Bar Association’s (ABA)
Standing Committee on Ethics 
and Professional Responsibility 
issued Formal Opinion 477R,
entitled “Securing 

Communication of Protected Client Information,” 
addressing the need for lawyers to understand their 
ethical obligations when using electronic means to 
communicate regarding client matters.  In its 
opinion, the ABA first discussed its adoption of the 
“technology amendments” to the Model Rules of 
Professional Conduct in 2012, and then analyzed 
lawyers’ obligations to take reasonable efforts to 
protect a client’s confidential information when 
using electronic means of communication.  
 
In 2012, the “technology amendments” updated the 
comments to Rule 1.1 (Competence), added 
paragraph (c) to Rule 1.1, and added a new 
comment to Rule 1.6 (Confidentiality of 
Information). Comment 8 to Rule 1.1 now states 
that, to maintain the requisite knowledge and skill 
for competent representation, lawyers should keep 
abreast of changes in the law and its practice, 
including the benefits and risks associated with 
relevant technology (emphasis added).  Rule 1.6(c) 
instructs lawyers to make “reasonable efforts” 
to prevent inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation.  
Comment 18 to Rule 1.6(c) advises that inadvertent 

or unauthorized disclosure of, or access to, 
information relating to the representation does not 
constitute a violation of the Rule if reasonable 
efforts were made to prevent the access or 
disclosure.   
 
The ABA opinion acknowledges that there is no 
bright line rule to determine what constitutes 
“reasonable efforts” because the standard is fact-
specific, and therefore varies from case to case.  
However, Comment 18 to Rule 1.6(c) includes 
nonexclusive factors to assist lawyers in making a 
“reasonable efforts” determination.  Given the fact-
specific determination, it is important for lawyers to 
understand the sensitivity of a client’s information.  
Reasonable efforts to protect highly sensitive client 
information will generally require the use of 
enhanced security measures.  The Standing 
Committee notes, however, that the use of 
unencrypted routine email continues to be an 
acceptable means of lawyer-client communication.  
Lawyers should also understand how their firm 
transmits client information and where and how 
client data is stored and accessed.   
 
Lawyers should also be aware of the range of 
available electronic security measures, such as 
using secure internet portals, requiring unique 
complex passwords that are changed periodically, 
implementing firewalls and anti-Malware/Anti-
Spyware/Antivirus software on all devices, and 
applying all necessary security patches and 
updates to software. 
 
The Standing Committee suggests that lawyers 
should also adhere to the practice of marking 
privileged and confidential client communications 
as “privileged and confidential.”  This practice will 
inform anyone to whom the communication was 
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inadvertently sent that the communication is 
intended to be privileged and confidential.   
 
The ABA opinion states that firms need to enact 
policies and procedures, and train subordinate 
lawyers and non-lawyer assistants on the use 
of reasonably secure methods of electronic 
communications with clients, and on 
reasonable measures for accessing and storing 
those communications.  When outsourcing legal 
and non-legal services, lawyers should conduct due 
diligence on vendors offering communication 
technology.  After selecting a vendor, the lawyer 
has the responsibility to monitor the vendor’s 
performance.   
 
Understanding the benefits and risks associated 
with relevant technology will help reduce the risk of 
inadvertent or unauthorized access, and the 
possibility of violating Rule 1.6(c). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 




