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Potential Cyber Claims – Urgency Required 
 
It is critical that all Potential Cyber Hacks and/or Cyber Claims 
be handled with a sense of urgency and immediately 
reported to all insurance agents and/or all insurance carriers. 
 
Background:   
A real estate professional (“the Seller’s Agent”) was working 
to close the sale of her client’s property.  At closing, the seller 
confirmed the buyer had wired the funds to his bank, but was 
told the funds may not immediately show up.   Three days 
after the closing, the Seller’s Agent received a call from the 
seller advising that closing funds in the amount of 
$600,000.00 hadn’t yet arrived in his bank account.  Upon 
learning of the missing funds, the property buyer and the title 
agent confirmed that the funds had indeed been wired the 
day of closing.  As was customary, the title company had 
received the seller’s wiring instructions from the Seller’s 
Agent and sent an e-mail to the buyer prior to closing, with 
an attachment containing the wiring instructions.  No one 
had warned the buyer or the seller that all wiring instructions 
should be verified by phone prior to the agreement to wire or 
the actual wiring of funds.  Upon further investigation, the 
parties discovered that the wiring instructions received by the 
buyer were not the same wiring instructions e-mailed by the 
title agent.  As a result, unbeknownst to all the parties, the 
buyer received (and used) incorrect wiring instructions. The 
Seller’s Agent had not been copied on the title company’s e-
mail to the buyer with the attached wiring instructions.    
 
What Happened? 
Immediately upon learning of the missing funds, the police 
and involved banks were notified and investigations 
commenced.  The buyer’s bank quickly discovered that the 
funds had been wired to a fraudulent account, and contacted 
the bank that had received the wired funds.  The recipient 
bank placed a “hold” on the remaining $100,000.00 left in the 
account. Unfortunately, approximately $500,000.00 had been 
withdrawn by the fraudster prior to discovery of the theft.  
The recipient bank further advised that a legitimate 
customer’s account had been hi-jacked and used for the 

receipt of the wired funds.  As a result of the hold placed on 
the customer’s account, the customer was unable to access 
any of their accounts or loans with the bank.  Subsequently, 
that customer claimed damages as a result of their accounts 
being frozen. 
 
The initial investigation revealed that the Seller’s Agent had 
used his real estate agency’s e-mail account, which had 
security and virus software.  Although the Seller’s Agent 
didn’t recall receiving and/or opening any strange e-mails, a 
review of her e-mail revealed an interesting chain of events.  
It was determined that an e-mail from the title agent to the 
Seller’s Agent contained a phantom e-mail address.  In other 
words, the fraudster had added one additional letter to the 
title agent’s e-mail address, and the Seller’s Agent didn’t 
recognize the change.   It was also discovered that this 
phantom e-mail address had been used in additional e-mail 
chains involving the other parties to the transaction.   
 
The Sellers Agent immediately reported the potential claim to 
all of his insurance carriers, including his professional liability 
carrier, his cyber carrier, and his general liability carrier.  A 
security breach coach attorney experienced in the handling of 
cyber matters was immediately retained by one of the 
insurance carriers.  The breach coach attorney advised that, if 
a forensic computer expert was not immediately retained to 
examine the Seller’s Agent’s computer and the real estate 
agency’s computers, there was a risk that digital footprints 
would disappear and be undiscoverable and/or untraceable.  
As a result, the breach coach attorney facilitated the forensic 
investigation, and assessed the agent and agency’s 
obligations to notify customers and report such breaches to 
appropriate regulatory agencies.  Finally, the breach coach 
attorney determined whether the agent and agency were 
required to offer credit monitoring to their customers. 
 
Result: 
There is a happy ending to this matter.  The forensic expert 
was retained early enough to be able to determine that it was 
not the Seller’s Agent’s or his real estate agency’s computers 
which had been hacked.  Although the expert was unable to 
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conclusively determine whose computer had been hacked, 
the expert was able to provide a report to present as proof 
that the Seller’s Agent’s and agency’s computers were not 
breached.  As a result, the other parties dropped their claims 
against the Seller’s Agent and the real estate agency. 
 
Risk Management Tips: 
It is preferable for Real Estate Agencies to have one secure 
virus protected e-mail system which is used by all its Real 
Estate Professionals.  Clients should be advised of the risks of 
wiring funds and any precautions to take, including verifying 
all wiring instructions by phone.  It is critical that all Potential 
Cyber Hacks and/or Cyber Claims be handled with a sense of 
urgency and immediately reported to all insurance agents 
and/or insurance carriers.   
 
Digital footprints disappear over time and forensic experts 
may need to be immediately retained to determine where 
and how a security breach occurred.  In addition, every state 
has different regulatory requirements for reporting, as well as 
timely notification to customers/clients, and credit 
monitoring offerings.  Real Estate Professionals may receive 
penalties for non-compliance.   An experienced security 
breach coach attorney knowledgeable in cyber matters 
should always be considered to assist with the forensic 
investigation and provide an analysis of a Real Estate 
Professional’s obligations to comply with appropriate 
regulations.  It is also recommended to discuss the coverage 
you may currently have for cyber related losses with your 
insurance agents and consider whether additional insurance 
such as a cyber policy should be obtained. 
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