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EXECUTIVE SUMMARY
Is the world getting riskier? More and more American consumers and business owners and executives
are saying “no,” according to results of the 2017 Travelers Risk Index. In fact, the perceived overall risk
outlook has been steadily improving since Travelers began surveying consumers in 2013 and business
owners and executives in 2014.
This year, 52% of consumers say they think the world is getting riskier, compared with 56% in 2016
and 63% in 2013; fewer businesses (37%) perceive that the business environment is getting riskier,
compared with 41% who thought so in 2016 and 44% in 2015.
Despite the improvement, however, respondents indicate there is still plenty to worry about.
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Those were among the findings of two studies conducted this year by Travelers with Hart Research
Associates. The objective was to identify perceptions of risks among American consumers and
businesses, and what steps they take to mitigate them. The first study, conducted in January, surveyed
1,203 executives and business risk managers across businesses of all sizes; the second, conducted in
April, asked 1,016 consumers ages 18 to 69 about the risks they face in daily life.

Both groups share some key concerns:
Financial worries. Once again, financial concerns top the lists of what American consumers and businesses worry about most.
Cyber threats. Driven by our interconnected world and the Internet of Things, both groups increasingly worry about
suffering a cyber attack and having their financial accounts hacked and their personal or proprietary data stolen.
Distracted driving. Businesses and consumers alike worry about the impact of distracted driving, with a particular concern
about drivers who use personal technology while behind the wheel. They recognize the potential for themselves or employees
driving company vehicles to cause accidents and injuries as a result of being distracted. Businesses also worry about liability
risks associated with employees driving their personal autos for business purposes.
Changing workforce. Consumers, and the business leaders who employ them, worry about changes in the American
workforce. Given the aging workforce, the influx of millennials and the need for new skills, businesses worry about
managing the changing workforce and identifying, attracting and retaining the talent they need. Consumers also worry:
Do they have the skills that are in demand today?
Emerging technology. Consumers and businesses are both weighing the risks and opportunities of new technologies.
For consumers, there are concerns about smart home technology and the sharing economy (e.g., home sharing and
ride-sharing), and the potential risks and liabilities associated with them. For business owners and executives, emerging
technologies are seen as both opportunities and risks for their businesses.
Extreme weather. Severe weather is still a concern. Two in five consumers sense an increase in severe weather. Businesses
continue to worry about the potential impact of business interruption caused by a severe, damaging weather event.
Safety. Personal safety is one of the top concerns after financial worries for American consumers, with rising crime and
terrorism among their specific concerns. Women are more likely to worry about most types of risks, but particularly those
relating to their physical safety and transportation and travel concerns. Businesses worry about safety issues associated with
inexperienced drivers, opioid abuse, and worker injury and recovery – especially those in high-risk industries (manufacturing,
construction, healthcare and transportation).

Though they worry about their risks, results show that consumers and businesses could be doing more
to prepare for, prevent and mitigate them. Among consumers, approximately 40% don’t limit what they
post on social media or use carbon monoxide detectors. Also, close to 1 in 4 use personal technology
while driving. Only 24% of businesses treat preventing, preparing for and responding to risk as a
strategic business priority.
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THE CONSUMER VIEW
In April 2017, Travelers and Hart Research Associates conducted a nationwide online survey among 1,016
American consumers ages 18 to 69 on the risks people face in daily life and the actions they can take to
lessen or mitigate those risks. This is the fifth annual survey of consumer risk on these and related topics.

Risk Overview
American consumers’
overall risk outlook shows
steady improvement over
the past five years, but
still, more than half (52%)
feel that their world is
becoming riskier.

PERCEPTIONS OF RISK OVERALL
World is becoming much or somewhat more risky

63%

63 %

2013

2014

57 %

56 %

2015

2016

52 %

2017

Key Findings
•

Financial concerns and risks remain at the top of the list of general risks, though the percentage of respondents that worry
about their finances declined from 70% in 2016 to 64% in 2017.

•

Technology threats. More than half of consumers worry about risks associated with technology and our increasingly connected world.

•

The top two emerging risks are in a category of their own – political conflict and social unrest.

•

Internet of Things. Threats from the Internet of Things ranks third among 12 emerging risks.

•

•
•

•
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Millennial worries. Compared with older consumers, millennials are particularly attuned to two additional areas of emerging risk:
climate and weather volatility and changing workforce needs. For millennials, these rank at the same level as cyber threats from
internet-connected devices.
Risky driving. Nearly 8 in 10 consumers say that using personal technology while driving is very risky.
Millennials’ driving habits. Millennials are less likely to see risk in the different uses of technology while driving (e.g., talking
on or using a cellphone, reading or following directions on a cellphone, typing text messages, etc.), and are more likely to
practice those behaviors while driving. Ironically, they’re more likely than older consumers to say that they worry about their own
distracted driving.
Worry over home environmental risks. Approximately 30% worry about toxic mold or having lead or unsafe chemicals in the
water that is piped into their homes.
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Top 5 Concerns
Financial concerns and risks continue
to be the most worrisome risk for
consumers, though fewer worry
about it this year than last (64%
versus 70%). Consumers’ top-of-mind
financial concerns are about money
and jobs: not having enough money –
to pay their expenses, to live without
debt, to be able to retire – and a lack
of job stability or job security.
Compared with 2016, fewer
consumers this year express worry
about risks relating to their physical
safety: transportation and travel risks
declined from 54% to 46%, while
personal safety concerns and risks
declined from 59% to 54%.
More than half of consumers
worry about risks associated with
technology and our increasingly
connected world: the risk of loss of
personal privacy or identity theft;
and cyber, computer, technology,
and data breaches and risks.

FINANCIAL CONCERNS CONTINUE TO TAKE FIRST PLACE
AMONG TOP RISKS
Worry a great deal about this affecting my family
Worry some about this
Worry a great deal/some

Financial concerns and risks

25%

39 %

2017

2016

64 %

70 %

55 %

55 %

54 %

59 %

54 %

51 %

46 %

54 %

Risk of loss of personal privacy/identity theft

18%

37 %

Personal safety concerns and risks

17 %

38 %

Cyber/computer/tech, and data breaches and risks

19%

35%

Transportation or travel concerns and risks

13%

33 %
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Consistent with their focus on
financial risks, consumers’ top-ranked
cyber concern is someone hacking
into their bank account or other
financial account. As in 2016, 62% say
they worry about this at least some.
Risks that elicit the least worry are
having one’s medical records stolen
through a cyber attack and someone
filing a false tax return in order to
steal one’s tax refund.

Parents protect their
children’s online safety in a
number of ways. Measures
most often taken include:
restricting their ability to
make online purchases
(42%), limiting the time
spent online (41%) and
knowing passwords and
screen names (40%).

CYBER RISKS AMERICANS WORRY ABOUT
Worry a great deal or some about this
Bank/financial accounts hacked

62 %

Online identity theft

57 %

Personal info stolen in retailer cyber attack

56 %

Computer, phone, tablet infected with virus

54 %

Hackers stealing email, contacts, texts, photos

52 %

Losing stored data/information

52 %

Costs to repair credit due to identity theft

51%

Information obtained through use of social media

48 %

False tax return filed to steal my refund
Medical records stolen in cyber attack

5

43%

39 %
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Emerging Trends
Of the 12 emerging trends, the most
worrisome are ones that relate to
conflict, cyber, the environment and
the changing workforce. Fifty-one
percent of consumers perceive global
political conflict, terrorism and social
unrest as posing the greatest risk to
them and their family members. This is
followed by domestic political conflict
and social unrest, listed by 39%, and
the rise in cyber threats from the
increased use of internet-connected
devices (31%). Consumers also
worry about threats relating to the
natural world, including climate and
weather volatility, global epidemics and
constrained natural resources.

The changing workforce
is another concern.
Consumers are worried
about whether they have
the new skills needed for
today’s businesses, their
ability to stay competitive
in the job market and
American jobs continuing
to move overseas.

THE MOST WORRISOME EMERGING TRENDS RELATE
TO CONFLICT – FOREMOST AT THE GLOBAL LEVEL,
BUT ALSO AT THE DOMESTIC LEVEL
Three items that pose the greatest risk to my family
Global political conflict, terrorism and social unrest

51 %

Domestic political conflict and social unrest

39 %

Greater cyber threats resulting from
increased use of internet-connected devices

31 %

Climate and weather volatility

19 %

Changing workforce needs and ability to stay
competitive in the job market to find a good job

18%

Global epidemics (e.g., Ebola, SARS, Zika)

17 %

American jobs continuing to move overseas

16 %

Constrained natural resources (water/energy
shortages from population, economics)

16 %

Deteriorating infrastructure
(roads, water systems, energy grid)

16 %

Emergence of cars capable of driving
without human input or intervention

8%

The increased use of drones

6%

Risks associated with using alternative
energy sources, such as solar panels

2%
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Other Findings
DISTRACTED DRIVING
The vast majority of consumers
continue to express concern about
distracted driving from technology
use. Seventy-eight percent say using
personal technology while driving is
very risky, placing it in the same league
as driving while drowsy and driving
while grooming or applying makeup;

about a quarter (23%) say they
use personal technology at least
sometimes while driving. Thirty-one
percent of consumers say that using
a vehicle’s interactive system, such as
a GPS, is a very risky behavior.

PERCEPTIONS OF AND ENGAGEMENT IN RISKY BEHAVIORS
Very risky behavior
Behavior frequently/sometimes I engage in

Using technology
Typing text or email
Checking social media

70%

13%

69%

9%

Reading text or email

27%

Using hand-held phone

25%

23%

Using hands-free phone
Reaching for something

7

38%
60%

31%
41%

Inside
Vehicle

78%

14%

75%

6%
40%
38%

Eating or drinking

Children in vehicle

Technology

45%

24%

Using vehicle’s system

Pets in vehicle

51%

40%
36 %

Making/receiving call

Grooming/applying
makeup

67%

18%

Looking at map on phone

Driving while drowsy

78%

23%

27 %

18%

18%

38%

Distractions
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When it comes to causing an
accident, consumers worry
more about others’ use of
mobile devices while driving
than they do their own.
Millennials, by contrast,
are more likely to say they
worry about their own
distracted driving causing an
accident. Yet, they are more
likely to use technology
while driving and less likely
to perceive driving while
using technology as a
risky behavior.

DISTRACTED DRIVING RISKS
Worry a great deal or some about this
2016

70 %

Getting into an accident
due to another driver’s
distracted driving

Getting into an
accident due to my
own distraction

48 %

44 %

Accidentally running
into a distracted
pedestrian

33 %

31%

(Parents)
My child getting into
an accident while
driving distracted

76 %

73%

62 %

CONCERN ABOUT DISTRACTED DRIVING BY KEY SUBGROUPS
Worry a great deal or some about this
Millennial
Non-millennial

51 %
40 %

While you are driving, accidentally
running into a pedestrian who is
distracted by his or her mobile
device or other technology
While you are driving, getting into
an automobile accident due to
your own distraction with a
mobile device or other technology

27 %

40%

Perceive as a very risky behavior
Millennial
Non-millennial

Driving while using technology,
such as a smartphone or tablet

70 %
82 %
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SMART HOME
TECHNOLOGY

The most common use of smart
home technology in America’s
households is for entertainment.
Home security applications
are a distant second. The top
concerns consumers have
with smart home technologies
are someone hacking into
smart home devices and
compromising their security
or privacy, and someone
gaining unauthorized access
to smart home devices to
collect information about their
personal habits.

THE MOST COMMON USE OF SMART HOME TECHNOLOGY
IN AMERICA’S HOUSEHOLDS IS FOR ENTERTAINMENT
TV or home theater

37%

Home video monitoring
Home security

17%

Thermostat

15%

Smart home speaker
Lighting
Appliances
Door locks

17%

15 %

13%
11%
10%

SMART HOME TECHNOLOGY CONCERNS
Smart home technology is a major concern or
somewhat of a concern
Hackers using smart home devices
to compromise security/privacy

50%

Someone gaining unauthorized access
to smart home devices
Forgetting necessary passwords or codes
Hackers disabling security system
and causing property damage
Electrical failures taking down
your smart home devices
Having a smart speaker recording
the things that you say

9

49 %
45%
44 %
43%
41%
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SEVERE WEATHER

Consumers’ sense of changing
weather patterns has deviated
little since 2014, with 41%
continuing to say that severe
weather has increased in their
area over the past few years, and
34% feeling a greater threat to
their property. More say they
have a plan for what to do before
than after severe weather occurs
(63% versus 56%), with those
in the South and Midwest more
likely to be prepared on either
end. Approximately two-thirds
of consumers receive advance
notification of severe weather.

SEVERE WEATHER IN MY AREA
Severe weather becoming more frequent
Damage to my property more likely

32%

34%

30 %

2013

40 %

40 %

39 %

2014

41 %
39%
34 %

33 %

2015

2016

2017

SEVERE WEATHER PREPAREDNESS
Don’t Have Plan/Would Like Information
Have Plan

Before Event

After Event

Get Alerts
Receive advance notification
of severe weather through
cellphone/other device

15 %
18%

63 %
56 %
64 %
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SHARING ECONOMY

Very few consumers
participate in ride-sharing
or home sharing. In 2017,
5% were drivers and 3%
served as house hosts. Far
more say they are users,
with 28% saying they have
used a ride-sharing service
and 20% saying they have
used a home-sharing service.
Millennials, people with
household incomes of at
least $125,000, and those
with a college degree are
far more likely than others
to have used each type of
sharing. Ride-sharing and
home sharing are more
common in suburban and
city locations than in small
towns and rural areas.

EXPERIENCE WITH RIDE-SHARING SERVICES

71 %

68 %

28%

26 %

5%

4%
Rider

Driver Have not
participated

Rider

Driver Have not
participated
2017

2016

EXPERIENCE WITH HOME-SHARING SERVICES

80 %

78 %

Of those who do participate, 36% of
drivers and 43% of home hosts have
not checked, or are unsure, if they
have adequate insurance coverage.

20 %

18 %
4%
Traveler

Host
2016

11

3%
Have not
participated

Traveler

Host Have not
participated
2017
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Mitigating Risk
Consumers are taking some precautions to protect themselves against the threats to their home,
property, safety and privacy. But could they be doing more?
Managing their home and property risks. A majority of consumers perceive that they may have a potential coverage
gap in their home or auto insurance. Many are concerned about the cost and whether they have the right level and type
of insurance. Specific risks to their homes that they worry about include toxic mold, unsafe chemicals, unsafe structure
and insufficient water supply. The most common risk prevention measures they take are using smoke detectors,
routinely eliminating clutter and cleaning dryer vents regularly. More than half evaluate their personal risks and
insurance needs at least once a year.
Preparing for severe weather. Consumers are more likely to store flashlights, water and food as precautions
against bad weather than they are to have an evacuation plan (59% versus 45%). Many have a plan for what to do
before a severe weather event (63%) and after (56%). Approximately two-thirds receive advance notifications of
severe weather.
Preventing cyber attacks. Consumers take precautions against cyber threats, including choosing strong passwords
and keeping them private (76%), keeping home Wi-Fi networks secure (75%), limiting personal information put on the
internet (74%), and limiting what’s posted on social media accounts (67%).

HOME AND AUTO INSURANCE CONCERNS
Price, affordability

25%

Increase in premiums

4%

Enough coverage
Accidents

21%

5%

Fire damage
Weather damage

9%
9%

Flood insurance

5%

Theft, vandalism

11 %
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PREVENTATIVE MEASURES TAKEN TO MITIGATE
HOME/PROPERTY RISKS
Proportions who have taken each risk prevention measure
Annual review of auto insurance
Annual review of home insurance

57%

Annual Policy Review
(Among those who
have this insurance)

54%

Use smoke detectors

82%

Routinely eliminate clutter

67%

Clean dryer vents regularly

66%

Annually review auto for safety

63 %

Avoid running appliances when not home

62%

Use carbon monoxide detectors
Insulate water pipes

56 %

Routine
Best Practices

37%

Conduct home inspection for structural,
electrical and physical risks

32%

Have home security system

30%

Flush hot water heater annually

20%

Have water sensors to alert on water leaks

14%

Store flashlights, water and food for emergency

59 %

Have an evacuation plan

45%

Remove snow from roof to prevent damage

23%

Have home generator in case of power outage

22 %

13

Weather
Preparations

THE BUSINESS VIEW
Travelers and Hart Research Associates conducted the fourth annual Business Risk Index survey to
identify business owners’ perceptions of risks to their businesses, and the strategies and tools they
use to mitigate risk. The 2017 study involved a total of 1,203 business risk managers, including managers
from 474 small businesses (two to 49 employees); 440 midsized businesses (50 to 999 employees);
and 289 large businesses (1,000 or more employees). Participants included those in 11 industry
segments: construction (84); real estate (85); healthcare (96); technology (94); retail (91);
transportation (80); wholesale (98); professional services (128); manufacturing (96); nonprofits
(100); and banking and financial services (150), including 50 mutual funds/investment advisors and
80 community banks, large national banks, and credit unions.

14
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Risk Overview
Businesses are more
optimistic about the general
business environment, driven
primarily by declining concern
about economic uncertainty
(57% in 2014 to 46% in 2017).
Midsized and large businesses
are more optimistic than small
businesses that their risk is
lessening.

BUSINESSES ARE MORE OPTIMISTIC ABOUT THE RISKINESS
OF THE BUSINESS ENVIRONMENT IN 2017; GREATER
OPTIMISM IS DRIVEN LARGELY BY MIDSIZED BUSINESSES
Overall level of risk my business faces
My business is becoming more risky
Not changing much either way
My business is becoming less risky

All businesses
2014
2015
2016
2017

48%

44 %

2015
2016
2017

43 %

41%
37 %
Small businesses

2014

38%

40 %

44%
45%

2015
2016
2017

2015
2016
2017

15

15 %

13 %

36%

54%

10 %

36%

52 %

12 %

33%

56 %

11%

51%

37 %

47 %
43 %
37 %
Large businesses

2014

12 %
18%

47%

Midsized businesses
2014

14%

54%

52 %

41%
42%
41%

12%
12%
15%
22%

30 %
33 %

17 %
15 %

44 %

38%

18 %

42%

38%

20%
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Key Findings
•
•

•

•

•

•
•

Same top five. The top five specific worries for businesses have remained relatively consistent since 2014.
Emerging trends. Emerging trends such as the changing workforce and emerging technologies represent some of the greatest
opportunities – and risks – for businesses over the next five years.
Prevention measures. Businesses are more likely to take basic risk-prevention measures and less likely to address more complex
risk issues with strategies.
Less worried/less prepared. Small business owners tend to worry less about risk, and are less prepared, compared with
midsized and larger businesses.
Some see a riskier world. Healthcare, transportation, banking and financial services and nonprofit organizations are more likely
than other industries to feel like their business environment is becoming more risky.
Supply chain worries. More businesses are worrying about supply chain risks (23% in 2016, compared with 28% in 2017).
Employee safety a key concern. While employee safety is a moderate worry for businesses overall, it is particularly worrisome
for these industries: construction (45%), healthcare (42%), transportation (46%) and manufacturing (52%).
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Top 5 Concerns
The risks that business
executives and owners worry
about most today remain
consistent with their worries
from years past.
Of the five key risks tracked
year over year, medical cost
inflation continues to rank
as the most worrisome to
businesses overall, followed
closely by cyber, computer,
technology, and data
breaches and risks. Another
financial worry – increasing
employee benefits costs –
is number three. Legal
liability (including the risk
of the business being sued)
and the ability to attract and
retain talent and skilled labor
rank fourth and fifth.

THE MOST WORRISOME RISKS REMAIN THE SAME
AS IN EARLIER YEARS: MEDICAL COSTS, CYBER RISKS
AND EMPLOYEE BENEFITS
Worry a great deal about this affecting my business
Worry some about this
Worry a great deal/some

2017

Medical cost inflation

27%

33 %

2016

2015

2014

61% 59 % 60 % 67 %

Cyber, computer, technology,
and data breaches and risks

25%

31 %

56% 54 % 58 % 53 %

Risk of increasing employee
benefits costs

23 %

32%

55% 56 % 56 % 62 %

Legal liability (including the risk of
your business being sued)

16 %

35%

51% 51 % 56 % 58 %

Ability to attract and retain talent/
appropriately skilled staff/labor

15%

35%

51% 50 % 53 % 50 %

Understanding and complying with
U.S. government laws and regulations

17 %

30 %

47% 45 % 51 % 52 %

Broad economic uncertainty

13%

33%

46% 48 % 51 % 57 %

Financial issues, including access
to capital and cash flow risks

13%

32%

44% 43 % 49 % 47 %

Employee safety, including
workplace violence

10%

17

28%

37% 36 % 43 % 39 %
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Emerging Trends
Businesses see emerging trends as representing some of the greatest opportunities and greatest risks.
The trends that rank highest in terms of opportunity revolve around emerging technologies that connect
people with products and information.
EMERGING TRENDS ARE DOUBLE-EDGED;
THE CHANGING FUTURE WORKFORCE IS NOTABLE
IN SEEMING MUCH MORE OF A THREAT.
Greatest opportunities for my business over the next five years
Greatest risks to my business over the next five years

E-business
Increased connectivity

18 %

20%
18 %

Empowered consumers

Businesses overall are split when it
comes to globalization. Seventeen
percent say it’s an opportunity and
the same percentage (17%) perceive
it as a threat.

Globalization

17%
17%

The changing future workforce

17%

Urbanization

10%

None of these

16%

12 %
17 %

Energy dynamics

Climate and weather volatility

38 %

12 %
11 %

The sharing economy

Driverless vehicles

24 %

21%
19%

Increased automation

The changing workforce – aging
workers, the influx of millennials and
the changing worker skill availability –
represents the biggest risk for
businesses, regardless of size.

28%

14%

Social media

The biggest opportunities for small
and midsized businesses include
e-business (the increasing use of
digital platforms, including mobile,
to conduct commerce, make
online purchases, etc.), increased
connectivity and social media. Among
large businesses, increased automation
(including “smart” technologies,
robotics and artificial intelligence)
ranks first. This is followed by
e-business and increased connectivity.

30 %

17%

7%
10%
5%

13%
10%
13%
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Other Findings
CYBER WORRIES

Technology risks, including
cyber threats, continue to be
the second-biggest worry for
businesses overall.
Specific concerns remain the
same as in earlier years. Security
breaches ranked as the most
worrisome risk (50% worry at
least some about this), followed
by computers becoming
damaged or going down (48%).
Someone gaining access to the
company’s banking accounts
or financial control system is
ranked third (47%).

19

TOP CYBER CONCERNS REMAIN THE SAME AS IN EARLIER YEARS;
CYBER EXTORTION HAS BECOME SIGNIFICANTLY MORE WORRISOME
Worry a great deal or some about cyber, computer, technology,
and data breaches and risks affecting my business
A security breach – someone hacking
into your company’s computer system

2017
2016
2015

50 %
49%
50 %

Your company’s computers becoming
damaged or going down

2017
2016
2015

48%
48%
51 %

Someone gaining access to your company’s
banking accounts or financial control system

2017
2016
2015

47 %
46 %
51 %

The potential for theft or loss of control of
your company’s customer or client records

2017
2016
2015

45%
41 %
46 %

Employees putting information/systems at
risk through unsafe computing practices or
using personal devices for company business

2017
2016
2015

45 %
45 %
45 %

Remote access or hacking into supervisory
or industrial control systems or other
business operational software systems

2017
2016
2015

42 %
40 %
44 %

Having the resources and know-how to
recover from data-related breaches

2017
2016
2015

42 %
42 %
43 %

A shortage of skilled cybersecurity talent
that can keep ahead of cyber threats

2017
2016
2015

Your company being a victim of
cyber extortion

2017
2016
2015

Using online cloud storage for your
company’s data or information

2017
2016
2015

Someone using email or other social
engineering techniques to fool employees
into transferring company funds erroneously

2017
2016
2015

40 %
36%
39 %

N/A

39%
31 %
36%
34%
36%

N/A

35 %
31%
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TALENT RISKS

Being able to attract and retain
qualified workers is among the
top five overall risks businesses
worry about. More specifically,
businesses worry about finding
qualified workers (47%) and
keeping them in a competitive
labor market (43%). Business
leaders in midsized and larger
companies worry more about
both attracting and retaining
workers.
Managing the changing
workforce and the risks of
having an aging workforce, an
influx of millennials and need
for new worker skills is not only
the riskiest emerging trend
according to business leaders,
but also much more likely to be
perceived as a future business
risk than an opportunity.

ATTRACTING/RETAINING TALENT: TOP RISKS ARE FINDING
AND KEEPING QUALIFIED WORKERS IN A COMPETITIVE
LABOR MARKET
Worry a great deal or some about this putting my company at risk

47%
51%
54 %

Ability to attract and hire
qualified workers

ALL BUSINESSES
SMALL

Keeping skilled workers in a
competitive labor market

ALL BUSINESSES
SMALL

Rising workers
compensation
claims/costs

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Cost/time involved in
training new workers

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Implications of an
aging workforce

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Implications of millennials
coming into the workforce

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Fraudulent workers
compensation claims

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

28%
31 %
34%

Accidents/incidents related
to new workers

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

28%
32%
35%

Effectiveness of
new worker
onboarding/safety training

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Effectively returning
occupationally injured
employees to work

37%

MIDSIZED
LARGE

43 %
49 %
52%

29 %

MIDSIZED
LARGE

39 %
45 %
47%

24%

27 %

37%
40 %
47 %

26 %

36%
39 %
45%

22%

19 %

17%

17%

35%
40 %
45 %

27%
29%

38%

25 %
14
30 %%
32

ALL BUSINESSES
%
SMALL
MIDSIZED
LARGE
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WORKER SAFETY/
WELL-BEING

When it comes to employees,
businesses overall worry most
about workplace injuries
and the general health of
their workforces.
Midsized and large businesses
are more concerned about
several risks including injuries
caused by repetitive or straining
activities; employee abuse of, or
addiction to, opioids; the cost/
benefits of corporate wellness
programs; and inexperienced
drivers. Among large companies,
3 in 10 worry at least some
about opioid abuse or addiction,
while close to that proportion
worry about inexperienced
drivers (28%).

EMPLOYEE SAFETY RISKS: INJURIES AND OVERALL HEALTH AND
WELLNESS ARE THE MOST WORRISOME FOR EMPLOYEE SAFETY
Worry a great deal or some about this putting my company at risk
Employee workplace injury

Cost/benefits of corporate
wellness programs

ALL BUSINESSES
SMALL

Injuries caused by repetitive
or straining activities

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Distracted driving

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Employee abuse of, or
addiction to, opioids

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Inexperienced drivers

20 %

18 %

12

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Workplace violence

23 %

ALL BUSINESSES
%
SMALL
MIDSIZED
LARGE

Employee safety while
traveling abroad

34%
40%
43 %

20 %

MIDSIZED
LARGE

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

36 %
42 %
44 %

23 %

MIDSIZED
LARGE

General health of
your workforce

Workplace harassment

21

ALL BUSINESSES
SMALL

14%

12 %

ALL BUSINESSES
%
SMALL
MIDSIZED
LARGE

11

33%
39 %
37 %

30%
31 %

30 %
36 %
34%

25 %
30%
33%
24%
24%

37 %

22 %
25%
30 %
22%
22%

35%

21 %
13
23%
28 %

ALL BUSINESSES
%
SMALL
MIDSIZED
LARGE

41 %
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REGULATORY CHANGES

Businesses overall are
still concerned about
the Patient Protection
and Affordable Care Act
(ACA), both in terms of
cost and in their ability to
understand and comply
with potential changes to
it. Across businesses of
all sizes, concerns about
the ACA are superseded
only by the broader risk
of understanding and
complying with new U.S.
laws and regulations
generally. About 4 in 10
worry about this.

US GOVERNMENT COMPLIANCE RISKS: NEW LAWS
GENERALLY AND THE AFFORDABLE CARE ACT
SPECIFICALLY ELICIT THE MOST CONCERN OVERALL
Worry a great deal or some about this putting my company at risk
All businesses

Understanding and complying
with new U.S. laws and regulations
that will impact your business

42%

Costs/expenses related to complying
with the Patient Protection and
Affordable Care Act

39%

Your ability to understand and comply
with potential changes to the Patient
Protection and Affordable Care Act

39 %

Complying with proposed
cybersecurity legislation

35 %

Complying with OSHA
requirements

32%

Your ability to understand and
comply with potential changes to
the Dodd-Frank Wall Street Reform
and Consumer Protection Act

31%
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Midsized and large
businesses are once again
more concerned than small
businesses about the six
specific compliance risks.
Large businesses are more
worried than small and
midsized businesses
about complying with
cybersecurity legislation –
a likely reflection of their
vulnerability as cyber targets
(50% of large businesses
worry at least some about
this, compared with 38%
of midsized businesses and
21% of small businesses).
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SMALL BUSINESSES WORRY LESS ABOUT
US GOVERNMENT COMPLIANCE RISKS
I worry a great deal or some about this putting my company at risk
Understanding and
complying with new U.S.
laws and regulations that
will impact your business
Costs/expenses related to
complying with the
Patient Protection and
Affordable Care Act

ALL BUSINESSES
SMALL

31 %

MIDSIZED
LARGE

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Your ability to understand
and comply with potential
changes to the
Patient Protection and
Affordable Care Act

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Complying with proposed
cybersecurity legislation

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Complying with
OSHA requirements

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

Your ability to understand
and comply with potential
changes to the Dodd-Frank
Wall Street Reform and
Consumer Protection Act

ALL BUSINESSES
SMALL
MIDSIZED
LARGE

42 %
47 %
47 %

27 %

39%
45 %
45 %

26%

39%
46%
44 %

21 %

35%
38%

20%

32%
38%
37 %

20 %

31 %
34%
42 %

50 %
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NEW TYPES OF LIABILITIES

Sixty-seven percent of all
businesses report that
their employees use their
own mobile devices for
business, and 60% say
their employees use their
personal automobiles for
business. Both practices
are more common in
larger businesses.
Employees driving their own
cars for work is a liability
that worries 42% of all
businesses at least some.

MOST COMPANIES REPORT THAT EMPLOYEES USE THEIR
OWN MOBILE DEVICES AND AUTOMOBILES FOR BUSINESS;
SOME TRAVEL INTERNATIONALLY FOR WORK
Have employees who use personal mobile devices for business
Have employees who use a personal automobile for business
Have employees who travel internationally on company’s behalf

All businesses

60%

35 %

67 %

Small businesses

53%

17%

61%

Midsized businesses

62%

38 %

68 %

Large businesses

55%

66%

73%

MORE THAN 2 IN 5 BUSINESSES WORRY AT LEAST SOME ABOUT
LIABILITIES FROM EMPLOYEES DRIVING THEIR OWN CARS
Worry about business liability if employee has accident
while driving personal car for business
Worry a great deal

Worry a little

Worry some

Do not worry

All businesses

8%

34 %

37 %

21 %
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SEVERE WEATHER RISKS

Of four different risks
associated with severe
weather events, the most
worrisome one across
companies of all sizes is
business interruptions. This
particular weather-related
risk dominates among
small businesses; midsized
and large businesses also
rank business interruptions
at the top, but their
concerns are more evenly
spread across the other
types of weather-related
risks, including supply
chain disruptions.

THE MOST WORRISOME IMPACT OF SEVERE, DAMAGING
WEATHER EVENTS IS BUSINESS INTERRUPTIONS
Business interruptions
Employees’ safety

Damage to property, equipment,
facilities and vehicles
Supply chain disruptions

Impact of Severe, Damaging Weather That Worries Me Most
All businesses

43 %

22 %

24%

11 %

26 %

7%

Small businesses

51%

16 %

Midsized businesses

35 %

27 %

25 %

13%

Large businesses

44 %

25

21 %

21%

14 %
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Industry Segments
Across the 11 industry segments and small business, there is substantial variation in how each views its changing
risk environment and what is perceived as the top worries, greatest opportunities and threats. This section will
profile each of the industries, the small business segment, and also provide insight into cyber issues.
TRANSPORTATION

Fluctuations in oil/
energy concerns, legal
liability and complying
with government
regulations are among
the issues concerning
transportation
companies more than
businesses overall.

TRANSPORTATION
CONCERNS OF TRANSPORTATION BUSINESSES AS COMPARED TO ALL BUSINESSES

Fluctuations in
oil/energy costs

Legal liability

Complying with
government regulations

31%

57 %
56 %
51 %
52 %
47 %

Transportation businesses
All businesses

With an aging workforce and the potential for road fatigue, having drivers ready to meet business demands is a challenge
facing the transportation industry. Transportation companies reported concerns about risks related to employees and driving.
More than half of transportation companies (57%) are concerned about accidents caused by employees. Distracted driving,
inexperienced drivers and the general health of the workforce are also concerns.
Attracting and retaining employees also concerns transportation companies. Specific concerns include the cost/time involved
in training, the ability to retain talent in a competitive labor market, and the ability to attract and hire qualified workers. With
more than half of transportation companies (52%) reporting the use of personal vehicles for business, 56% are worried about
potential business liability if an employee is in an accident while using a personal vehicle for business.
Looking to the future, transportation companies expect the changing workforce, energy dynamics and driverless vehicles to
present the greatest emerging risks over the next three to five years. Telematics and other technology innovations have the
potential to protect their business, but must be right-sized.

Additional Transportation concerns:
•

Supply chain issues also concern transportation companies, including becoming unable to get a product to customers or
end users (40%).

•

Forty-seven percent of transportation companies reported being concerned about goods getting damaged in transit.

•

Theft of cargo concerned 42% of transportation companies.
26
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HEALTHCARE

Legal liability, the
changing workforce
and cyber-related
risks are of greater
concern to healthcare
organizations than
to businesses overall.

HEALTHCARE
CONCERNS OF HEALTHCARE BUSINESSES AS COMPARED TO ALL BUSINESSES

Legal liability

Changing workforce

51%

64 %

50 %

38 %

67 %

Cyber/computer/
tech risks

56 %
Healthcare businesses
All businesses

Healthcare organizations must balance keeping skilled employees, patients and visitors safe while protecting their high-value
equipment, property and confidential data. Business concerns include legal liability, with 64% of healthcare organizations
listing this as a top risk, 13 points higher than businesses overall. Other leading concerns include attracting and retaining talent
and skilled labor and being able to effectively return employees to work after an occupational injury. Identifying ergonomic risk
factors and taking steps to help protect employees can help mitigate the risks of injuries, and having a fleet safety program in
place can help protect high-worth vehicles.
Emerging risks facing healthcare organizations reflect trends in the industry. Healthcare organizations are concerned about
changes in the workforce, increased automation and empowered consumers. Taking steps to promote safety and adequate
training in the workplace can help protect employees from injury, while insurance to value (ITV) assessments can help
healthcare organizations evaluate whether they have sufficient property insurance limits in place. This can help organizations
recover from losses or damages to highly sophisticated critical equipment.
Two-thirds of healthcare organizations listed cyber, computer, technology, and data breaches and risks as a top business
concern. Specific cyber worries include a security breach (57%), an intruder gaining access to the company’s banking
accounts or financial control systems (54%), and malicious/criminal attacks (52%). Only 1 in 5 healthcare organizations
reported buying separate cyber coverage, with more than half (52%) reporting a belief that they are already covered
through other insurance policies. Sixteen percent of healthcare organizations reported not needing cyber insurance
because they have other protections in place.

Additional Healthcare concerns:
•

•
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Slips, trips and falls and general liability were a greater concern to healthcare organizations (39% compared with 32% of
businesses overall).
Accidents or incidents related to new workers also concerned healthcare organizations at a higher rate than businesses
overall, at 33% compared with 28%.
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CONSTRUCTION

Legal liability, employee
safety and the changing
workforce are of greater
concern to construction
companies than to
businesses overall.

CONSTRUCTION
CONCERNS OF CONSTRUCTION BUSINESSES AS COMPARED TO ALL BUSINESSES

Legal liability

54 %
51%

Changing workforce

46 %
38 %

Employee safety

45 %
37 %
Construction businesses
All businesses

As construction companies work to promote safety and protect their reputation and their business, they are somewhat
more concerned than other businesses overall when it comes to legal liability, employee safety and, as an emerging risk,
the changing workforce. Medical cost inflation and attracting and retaining talent are also top business concerns among
construction companies.
As baby boomers retire, attracting and hiring qualified talent is a leading concern for construction companies. Construction
companies were more concerned than businesses overall about driving accidents caused by employees, faulty completed
operations/construction, and customer slips, trips and falls. Complying with OSHA requirements, which include crane and
silica regulations, also concern 36% of construction companies.
Fewer than 3 in 10 construction companies (28%) report confidence that they are properly insured. An insurance to
value (ITV) assessment can help determine whether critical equipment and property is adequately insured. Just 17% of
construction companies report consulting with a safety professional from their insurance company, which can help identify
specific risks that the company may face, such as auto risks if employees drive personal vehicles for business use.

Additional Construction concerns:
•

•

•

Fifty-seven percent of construction companies are concerned about liability relating to employees being in accidents
while driving their personal autos for work; 47% of construction companies report that personal autos are used
for business activities.
Forty percent of construction companies expressed concern over an intruder gaining access to banking or financial
control systems.
Increased connectivity presents the greatest opportunity among emerging trends for construction companies.
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BANKING AND FINANCIAL SERVICES

Banking and financial
services companies
reported greater
concerns for the overall
level of business risk,
cyber-related risks
and security breaches,
compared to all
businesses.

BANKING AND FINANCIAL SERVICES
CONCERNS OF BANKING AND FINANCIAL SERVICES BUSINESSES
AS COMPARED TO ALL BUSINESSES

Overall level of
business risks

Cyber/computer/
tech risks

Security breach

37 %

57 %
71 %

56 %

50 %

70 %

Banking and Financial Services businesses
All businesses

Banking and financial services businesses see more risk in their business environment, with 57% reporting that their
business was becoming more risky, compared with 37% of all businesses. Within the banking and financial services field,
62% of commercial banks and credit unions said their business was becoming more risky, compared with 52% of mutual
fund managers and other financial advisors.
In particular, the banking and financial services industry is much more concerned about specific cyber risks, with 71%,
compared with 56% of all businesses, saying they worry a great deal about this affecting their business. The risks of legal
liability and understanding/complying with government regulations were also of greater concern among banking and financial
services companies.
Fewer than 1 in 5 are very confident in their ability to avoid or mitigate a cyber incident. A security breach was of greater
concern to this industry, at 70%, compared with 50% of all businesses. Other leading concerns include remote access/hacking
and employees putting information or systems at risk.

Additional Banking and Financial Services concerns:
•

•

•
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Just over 1 in 5 banking and financial services businesses (21%) have separate cyber insurance; more than half feel that
they are already covered through other insurance.
In addition to being perceived as one of the greatest emerging threats, banking and financial services companies also see
e-business as one of the greatest opportunities for their industry over the next three to five years.
The changing workforce is a top emerging risk over the next five years among 30% of banking and financial
services companies.
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REAL ESTATE

As compared with
businesses overall,
real estate companies
reported greater
concerns over severe
weather damaging
property and less
concern over cyber
risks. They also reported
greater use of personal
autos for business
as compared to
all businesses.

REAL ESTATE
CONCERNS OF REAL ESTATE BUSINESSES AS COMPARED TO ALL BUSINESSES

Severe weather
damaging property

24 %

43 %
48 %
56 %

Cyber/computer/
tech risks

REAL ESTATE BUSINESSES USE OF PERSONAL AUTO FOR BUSINESS PURPOSES
AS COMPARED TO ALL BUSINESSES

Personal auto
used for work

60%

83 %

Real Estate Businesses
All businesses

Protecting the value of their portfolio is a priority for real estate companies, as their list of top business concerns reflects.
Legal liability, including the risk of lawsuits, leads the list for 52% of real estate companies. Contractual risk transfer when
contracting for additional building services can help mitigate this risk.
Day-to-day risks, including customer slips, trips and falls, are a concern for real estate companies. Catastrophic risks, including
those related to severe weather, fire and water damage, can also lead to large losses for real estate companies, including
loss of rental property income and the costs of moving tenants back into a building after repairs are completed. Among
catastrophic risks, damage to business property, equipment, facilities and vehicles concerned 43% of real estate companies.
Cyber risk is a top concern for 48% of real estate companies. Specific concerns related to cyber risks include an intruder
gaining access to the company’s banking accounts or financial control system (45%) and a security breach (43%).
In addition, real estate companies list the changing workforce (32%) and energy dynamics (18%) as top emerging risks for
their industry.
Forty-one percent of real estate companies describe risk prevention as an important management activity, yet only 29% feel
confident that they are properly insured. While cyber risks are a leading concern, only 1 in 10 real estate companies report
having a separate cyber insurance policy.

Additional Real Estate concerns:
•

Eighty-three percent of real estate companies report using personal vehicles for business use, which is 23 points higher than
businesses overall.

•

Forty-three percent of real estate companies were concerned about weather damaging business property and equipment.

•

One in five worry about business liability related to employee driving accidents.
30
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MANUFACTURING

Manufacturers reported
greater concerns
about attracting and
retaining talent, safety
on the job and returning
employees to work after
an injury, compared to
businesses overall.

MANUFACTURING
CONCERNS OF MANUFACTURING BUSINESSES AS COMPARED TO ALL BUSINESSES

63 %

Attracting and
retaining talent

Workplace injury

Return to work
after injury

51%
47 %

36 %
35 %

25 %

Manufacturing businesses
All businesses

As increased automation, globalization and a changing workforce continue to reshape manufacturing, the top manufacturing
concerns reflect these emerging trends. With a growing skills gap for highly technical jobs, manufacturers are more concerned
about attracting and retaining workers (63%) and workplace injury (47%) than the general business population.
The impact on the business if highly skilled employees are injured can be significant, both in terms of lost productivity and
increased medical costs. With soft tissue injuries and chronic pain bleeding into healthcare costs, manufacturers need
proactive management of their workers compensation process to contain costs and help employees through the process
of returning to work. Manufacturers are more worried (35%) compared with other industries about effectively returning
employees back to work after an injury.
The loss of critical equipment can also present challenges for manufacturers, particularly if that equipment is not properly
insured to the cost of replacing it. While two-thirds of manufacturers say they have a business continuity plan in place, it
may not address leased equipment and intellectual property, two areas where manufacturers are often not properly insured.
Contrary to what manufacturers may believe, the cost of replacing aging equipment may actually increase over time.
Manufacturers are also concerned about distracted driving (27%) and about employees using their own vehicles for business
(62% say their employees do this), issues that present general liability, auto liability and workers compensation risks. Cyber
risk also presents a concern for manufacturers. Nearly three-quarters (74%) of manufacturers have internet-based sales as
part of their business, making them vulnerable to data breaches. Globalization concerns include impact on the supply chain,
including global instability (35%), which may impact the ability to get goods and services from abroad.

Additional Manufacturing concerns:
•

Environmental/pollution risks concern 46% of manufacturers, compared with 27% of businesses overall.

•

An employee lawsuit following an incident concerns 40% of manufacturers, compared with 35% of businesses overall.

•
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Manufacturers worry considerably more (49% compared with 35% for the general business population) about millennials
coming into the workforce.
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TECHNOLOGY

Technology companies
reported greater
concerns about
cyber-related risks,
the ability to protect
their IP and broad
economic uncertainty
than businesses overall.

TECHNOLOGY
CONCERNS OF TECHNOLOGY BUSINESSES AS COMPARED TO ALL BUSINESSES

63 %
56%

Cyber/computer/
tech risks

Ability to protect IP

Broad economic
uncertainty

55 %

31 %

$

54 %

46 %
Technology businesses
All businesses

Cyber, computer and technology risks top the list of business concerns for technology companies again this year (63%).
Other concerns include their ability to protect their intellectual property and copyright secrets, a risk factor core to their
business that concerns 55% of technology companies, compared with 31% of businesses overall.
Only a quarter of technology companies report buying separate cyber coverage, with 44% reporting a belief that they are
covered by other insurance policies. One in five (21%) report not needing cyber coverage because of other preventive
measures they take. Only 23% of technology companies report having created a cyber/data breach incident response plan.
Supply chain concerns include getting materials from suppliers, getting product to customers or end users, and global
instability affecting their ability to get goods or services from abroad.
Looking to the future, technology companies envision the changing workforce, empowered consumers and social media as
the three biggest emerging threats over the next three to five years. More than half (57%) report concern over retaining
experienced/skilled employees in a competitive labor market. The cost and time involved in training new workers also concerns
technology companies.

Additional Technology concerns:
•

Product liability concerns, such as faulty products causing harm to consumers, worry 31% of technology companies.

•

The potential for theft or loss of customer or client records concerns 56% of technology companies.

•

Businesses are more concerned about malicious/criminal attacks (50%) than system glitches (20%) or
human error (31%).

32

2017 TRAVELERS RISK INDEX | THE BUSINESS VIEW | Industry Segments
PROFESSIONAL SERVICES

Among the concerns
facing professional
services companies,
cyber-related risks were
among the risks of
greater concern than
businesses overall.

PROFESSIONAL SERVICES
CONCERNS OF PROFESSIONAL SERVICES BUSINESSES
AS COMPARED TO ALL BUSINESSES

Cyber/computer/
tech risks

62 %
56 %
Professional Services businesses
All businesses

Legal liability is among the top concerns facing professional services companies, reflecting the potential for lawsuits in this
field. These risks include professional liability, such as errors and omissions and other professional mistakes. Nineteen percent
of professional services firms also said they worry a great deal or some about customer slips, trips and falls, which could
also lead to lawsuits.
Driving accidents caused by employees using their own vehicles for work may also lead to legal liability. While 71% of
professional services companies report that they use personal vehicles for business (11 points higher than businesses
overall), only 41% report that they have commercial auto coverage as part of their insurance.
Cyber risks worry professional services firms more than businesses as a whole, with 62% citing this as their top risk,
compared with 56% of businesses overall. Yet only 1 in 5 buy a separate cyber coverage. The most worrisome cyber risks
among professional services businesses are security breaches and their computers becoming damaged or going down.
Professional services firms also face professional liability risks from cyber attacks.
Most professional services businesses (53%) reported being somewhat confident that they are properly insured. Only 37%
reported being very confident that they are properly insured. Proper valuation of building and business personal property is
another consideration for professional services businesses. Executive furnishings can double or triple the costs of standard
office furniture, and replacing damaged furniture could be costly if companies are not properly insured.

Additional Professional Services concerns:
•

•

•

33

The changing workforce was cited as the top emerging risk facing professional services businesses, while increased
connectivity was cited as the greatest opportunity.
Nearly half (49%) of professional services businesses worry some or a great deal about being able to attract and retain
talent or appropriately skilled staff.
More than a third (37%) worry about risks to their corporate reputation.
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WHOLESALERS

Wholesalers reported
greater concerns about
supply chain risks,
energy dynamics and
climate volatility than
businesses overall.

WHOLESALERS
CONCERNS OF WHOLESALER BUSINESSES AS COMPARED TO ALL BUSINESSES

38 %

Supply chain risks

Energy dynamics

Climate volatility

28%
21%
17 %
21 %

13 %

Wholesaler businesses
All businesses

Growing concerns about employee issues surpassed concerns about business growth, with wholesalers affected by workers
compensation claims and automobile liability. Wholesalers listed employee benefits costs, medical cost inflation, and broad
economic uncertainty among their top business concerns. Other concerns include supply chain risks, energy dynamics and
climate volatility.
Nearly two-thirds of wholesalers (63%) reported not being very confident that they are properly insured. With products
routinely stored or in transit, wholesalers can take steps to increase their confidence by making sure they have appropriate
general liability coverage. Properly structuring contracts with customers to minimize risk can also help to protect wholesalers.
Risk mitigation is also an area where wholesalers have the potential to increase safeguards for their businesses. Less than
half (43%) report having a business continuity plan, which can make it easier for a business to recover after an emergency
or natural disaster. Less than a quarter (24%) report that they consult with a safety specialist from their insurance carrier,
another way to identify specific safety risks.
Nearly two-thirds (65%) of wholesalers report using a personal vehicle for business, which presents a potential business
liability if employees are involved in car accidents. Thirty-nine percent of wholesalers worry about the potential for such
lawsuits. A number of personal vehicles used for business have driving technology, which could help promote safety when
used across wholesalers’ fleets. Inexperienced drivers and distracted driving are also concerns for wholesalers.

Additional Wholesalers concerns:
•

•
•

About a third (35%) of wholesalers report financial issues, including access to capital and cash flow, as a top concern.
Catastrophic liability or property risks can put wholesalers in a worse financial position without adequate insurance to
provide financial stability.
A third of wholesalers report having implemented an employee wellness program.
With supply chains playing a key role in their businesses, 41% of wholesalers report concerns about being unable to get
materials from suppliers.
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RETAIL

Retail businesses
reported greater
concerns about
attracting and retaining
talent, the impact of
the global economy
and e-business than
businesses overall.

RETAIL
CONCERNS OF RETAIL BUSINESSES AS COMPARED TO ALL BUSINESSES

52 %
51 %

Attracting and
retaining talent

44 %

Impact of
global economy

E-business

35 %
17 %

30 %

Retail businesses
All businesses

In particular, retailers were concerned about driving risks. Nearly half (48%) reported the use of personal vehicles for
business, and 51% reported worrying a great deal or some about potential business liability tied to the use of these personal
vehicles. Thirty-one percent of retailers also reported worrying a great deal or some about employees having driving
accidents, and distracted driving and inexperienced drivers also rank among retailer concerns.
Fewer than 1 in 3 retailers (29%) said they were very confident that they are properly insured. They are concerned about legal
liability, with 48% reporting worrying a great deal or some. Worries about financial issues affect 43% of retailers either a great
deal or some, and 29% also report concerns about corporate reputation.
Cyber again is a leading worry for retail businesses, with only 1 in 5 very confident in their ability to mitigate a cyber incident.
Twenty-nine percent selected a cyber attack as among the top risks they are the least prepared for. Among the leading cyber
worries for retailers: their computers becoming damaged or going down, and the potential for theft or loss of control of their
consumer or client records.

Additional Retail concerns:
•
•
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Retailers described e-business as both the greatest risk (30%) and the greatest opportunity (28%) over the next five years.
The changing workforce also ranked high for retailers as the greatest risk over the next five years, with 29% citing it as their
top concern.
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NONPROFIT ORGANIZATIONS

Nonprofit organizations
reported greater
concerns about the
overall level of risk
facing their organization,
cyber-related risks and
financial issues than
businesses overall.

NONPROFIT ORGANIZATIONS
CONCERNS OF NONPROFIT ORGANIZATIONS AS COMPARED TO ALL BUSINESSES

48 %

Overall level of
business risk

37 %

66 %

Cyber/computer/
tech risks

56 %
54 %

Financial issues

44 %
Nonprofit organizations
All businesses

Nearly half of nonprofits view their business environment as becoming more risky, compared with 37% of businesses overall.
Cyber risks and medical cost inflation top the concerns of nonprofit organizations, which are more concerned than businesses
overall about cyber risks and financial issues.
By far, nonprofits consider the changing workforce, including the impact of an aging workforce, the influx of millennials and
changing workforce availability, to be the riskiest emerging trend, cited by 46% of nonprofits. Compared with all businesses,
nonprofit organizations are also more likely to view emerging trends, such as increased connectivity, social media and
e-business, as offering opportunities for their organizations over the next five years.
More than 3 in 5 nonprofits (64%) have a business continuity plan, which is 12 points higher than businesses overall. A higher
percentage of nonprofits compared with all businesses also reported taking other risk mitigation steps, including conducting
a periodic review of insurance coverage with a broker (46% compared with 37% of businesses overall) and consulting with
a safety consultant from their insurance company (34% compared with 24% of businesses overall).

Additional Nonprofit Organizations concerns:
•
•

•

Three in ten nonprofits reported being very confident that they were properly insured.
While 66% of nonprofits worry “a great deal” or “some” about cyber risks, only 1 in 5 nonprofits reported having a separate
cyber insurance policy, with about half feeling that they are already covered through other policies.
While 28% of nonprofits described social media as an emerging risk, 37% described it as an emerging opportunity.
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SMALL BUSINESS

Small businesses
generally reported
being less concerned
about a number of
business risks compared
to businesses overall,
including cyber-related
risks and legal liability
related to employee
driving accidents. Small
businesses are also less
likely to have a business
continuity plan.

SMALL BUSINESS
CONCERNS AND PRACTICES OF SMALL BUSINESSES
AS COMPARED TO ALL BUSINESSES

44 %
56 %

Cyber/computer/
tech risks
Employee
driving accidents
(legal liability)

22%
32 %
30 %

Having a business
continuity plan

52 %

Small businesses
All businesses

Small businesses report being slightly less concerned about business risk than businesses overall, with 33% saying business is
getting somewhat or much more risky, compared with 37% of businesses of all sizes. It’s a theme that is consistent across the
top five business concerns for small businesses, which include cyber risks, increasing employee benefits costs and legal liability.
Only 30% of small businesses reported having a business continuity plan in place, compared with just over half (52%) of all
businesses. Consulting with insurance agents and having an insurance to value (ITV) assessment can help small businesses
evaluate whether they have sufficient property insurance limits in place.
While 56% of businesses overall are concerned about cyber risks, only 44% of small businesses list it as a top worry. Among their
leading concerns about cyber risk, small businesses are most worried about their company’s computers becoming damaged or going
down (43%), an intruder gaining access to their company’s banking accounts or financial control systems (43%), and a security
breach, such as someone hacking into their computer system (38%). Despite these concerns, only 7% of small businesses report
buying separate cyber coverage, and 39% said they did not need cyber insurance because of other protections they had in place.
With the workplace evolving to include a multi-generational workforce and an increasingly mobile office culture, nearly a third
(32%) of small businesses report concerns about the changing workforce, an emerging trend. More than a third (37%) are
concerned about their ability to attract and retain talent and skilled labor. One in five (22%) are concerned about legal liability
related to driving accidents caused by their employees, compared with 32% of businesses of all sizes.

Additional Small Business concerns:
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•

Medical cost inflation concerns 49% of small businesses.

•

Thirty-eight percent of small businesses are concerned about broad economic uncertainty.

•

The cost/time involved in training new workers concerns 27% of small businesses.
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CYBER

Cyber risks top the
business worries for
banking and financial
services, healthcare,
technology and
professional services
companies, and
nonprofit organizations.
Large businesses report
greater concerns over
cyber risks than midsized
and small businesses.

CYBER
HOW WORRIES OVER CYBER/COMPUTER/TECH RISKS
COMPARE ACROSS BUSINESS SIZES AND INDUSTRIES
SMALL

44 %

58 %
LARGE
69%
ALL BUSINESSES
56 %
BANKING/FINANCIAL SERVICES
71%
HEALTHCARE
67%
NONPROFIT ORGANIZATIONS
66 %
TECHNOLOGY
63 %
PROFESSIONAL SERVICES
62 %
MIDSIZED

Cyber/computer/
tech risks

With hackers and their exploits growing more sophisticated, today’s cyber breaches target both technology and the people
who use it. Viruses, spear phishing emails and social engineering schemes seek the weakest link to gain access to sensitive
data. The cyber concerns of businesses reflect this. Businesses are more concerned about malicious/criminal attacks (53%)
than system glitches (20%) or human error (27%).
Large businesses report a higher incidence of breaches, with not quite 1 in 4 saying they have had a breach. Large businesses
are also more concerned about cyber risks than businesses of all sizes. With 69% of large businesses citing cyber risk as a
concern, it leads the list of business worries for this group. Midsized businesses are somewhat less concerned, with 58%
describing cyber risk as something they “worry a great deal or some about.” Less than half of small businesses (44%) reported
similar concerns.
At 56%, cyber, computer and technology risk was the second-highest business risk again this year. Specific cyber worries
include a security breach, such as someone hacking into the company’s computer system (50%); the company’s computers
becoming damaged or going down (48%); and someone gaining access to the company’s banking accounts or financial
control systems (47%).
Despite these concerns, only 18% of businesses reported buying separate cyber coverage. Nearly half (45%) reported the belief
that they were covered by other insurance policies. Just under a quarter (23%) said they didn’t need cyber insurance because of
other protective measures. Thirteen percent of businesses reported being unsure whether they had cyber insurance.

Additional Cyber concerns:
•

Across all industries, cyber was a leading concern, topping the list of worries for healthcare, technology, professional services,
banking and financial services, and nonprofit organizations – and featuring prominently in others.

•

Only 17% of businesses expressed confidence in their pre-breach activities.

•

One in five businesses were confident in their post-breach activities.
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Mitigating risk
Despite their many worries, when asked if they are confident that their businesses are properly insured against all the potential
risks they face, only 3 in 10 business owners/executives (30%) feel very confident that they are properly insured and 3 in 5 feel
somewhat confident (57%). Among large businesses, however, 34% reported feeling very confident, up 27% from last year.
One in four businesses indicate that preventing, preparing for and responding to risk is a strategic priority, with larger businesses
more likely to consider it. Overall, 40% of all businesses treat this as an important management activity.
Businesses are likely to put into place basic preventative measures that guard against physical harm to employees and premises,
such as having emergency exit plans and employee safety training. They are less likely to take measures that represent
longer-term investments against less immediate threats, including means for averting cyber risks. Only 1 in 3 businesses review
their data security plans and practices (33%); fewer than 1 in 4 have created a cyber/data breach incident response plan (22%);
and fewer than 1 in 4 have established employee data protection education and practices (22%).
In addition, only 37% have a periodic review of their insurance needs with their agent or broker, and a little more than half (52%)
have a business continuity plan in place.

Assistance available
Given the myriad of existing and emerging risks, Travelers is committed to providing risk mitigation and prevention tips and
protection that evolve with a rapidly changing external environment.

For more information, visit travelers.com
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THE RESEARCHERS

About Hart Research Associates
Hart Research Associates is one of the leading research firms in the United States and has been at the cutting edge of change in
public opinion since its founding in 1971. During that time, the firm has conducted more than 8,000 public opinion surveys and
7,500 focus groups and in-depth interviews, talking with more than five million individuals across the United States and beyond.

About Travelers
The Travelers Companies, Inc. (NYSE: TRV) is a leading provider of property casualty insurance for auto, home and business.
A component of the Dow Jones Industrial Average, Travelers has approximately 30,000 employees and generated revenues
of approximately $28 billion in 2016.
For more information, visit travelers.com.

40

Risk Index | September 2017

travelers.com
The Travelers Indemnity Company and its property casualty affiliates. One Tower Square, Hartford, CT 06183
This material is for informational purposes only. All statements herein are subject to the provisions, exclusions and conditions of the applicable policy. For an actual
description of all coverages, terms and conditions, refer to the insurance policy. Coverages are subject to individual insureds meeting our underwriting qualifications
and to state availability.
© 2017 The Travelers Indemnity Company. All rights reserved. Travelers and the Travelers Umbrella logo are registered trademarks of The Travelers Indemnity Company
in the U.S. and other countries. CP-8848 New 9-17

